Configure Fastly for Single Sign-On

Configuring Fastly for single sign-on (SSO) enables administrators to manage users of Citrix ADC.
Users can securely log on to Fastly by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Fastly for SSO by using SAML:

1. Inabrowser, type https://www.fastly.com/ and press Enter.

2. Type your Fastly admin account credentials (email and password) and click SIGN IN.
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https://www.fastly.com/

In the dashboard page, click the username and select Account.
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In the left panel, click Single Sign On under COMPANY PROFILE.
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5. Inthe Single Sign On page, click SSO Setup and select Generic SAML.

Setting up Single Sign On (S50} for this account will let you and all your team log in to Fastly via an Identity Provider
{IdP) that supports SAML 2.0.

If you have users in your Fastly account and want to import them to your S50 provider, you can download a CSV of all
current user email addresses.

v S50 Setup

(1) Select your Identity Provider (IdP).
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6. Note down the values under Use the following to configure your IdP to use SSO. They
would be needed for configuring your IdP.

2 ) Use the following to configure your IdP to use SSO.

wWeb 550 Profile - POST Bindings

Assertion Consumer Service URI:
https://manage. fastly. com/saml/consume

Audience URT (5P Entity ID):
https://api.fastly.com/sam],/ I

Recaipient:
https://manage. fastly. com/saml/consume

Name ID Format:
urn:oasis:names :tc:SAML :1.1:nameid-format :emailAddress

Default RelayState:
Leave blank




7. Upload the IdP metadata file in XML format and click SAVE METADATA.

-:E»- Once you have set up the integration with your IdP, upload your IdP metadata file below.

idp_metadata.xml

SAVE METADATA CANCEL

Note: The IdP metadata is provided by Citrix and can be accessed from the link below. The

link is displayed while configuring SSO settings for your app.
https://gateway.cloud.com /idp/saml/<citrixcloudcust id>/<app id>/idp metadata.xml

8. Enable the SSO is ready button.

S50 is ready

IdP login for Fastly: hitps:/templatetest.cloud.com

CHANGE S50 PROVIDER

9. In the pop-up window, click PROCEED.

Confirm that you would like to
enable SSO

PROCEED
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